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Chapter 1 - Introduction

Welcome

Welcome to the CT Meaningful Use State Testing (MUST).

Purpose

The goal of this manual is to provide you with a thorough understanding of the MUST Portal.

Objectives

Upon completion of this manual, you will be able to:

Log in and out of the MUST application
Navigate through the MUST tabs
Send Test Message
Find the summary results in Validation tab
o understand icons for status and certificate columns,
o customize summary page,
o expanding and collapsing individual tests
Understand icons and validation results for message segments and message fields
Understand message content to display actual content in the request and the simulated
response for the test message
Understand Action — e-mail attestation certificate or delete tests in Message Content for
the test message
Manage your profile
How to run tutorial
Log Off
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Chapter 2 - MUST Portal Overview

CONNECTICUT MEANINGFUL USE STATE TESTING
OVERVIEW

(MUST)

This self-service integration portal provides your IT staff does not need to wait for hours,
days, or even weeks to get a response back to technical inquiries in HL7 format parsing or
to receive feedback on the validity of a test message(s). All of the information you need to
get started with your HL7 message implementation is available from this web portal. Once
you have developed your test message from your system, the majority of the integration
testing is handled through DPH MUST portal with fully automated test harness. Test
messages are validated against CT processing rules in real-time, with results available
immediately for review. This portal provides incremental testing with all results available
for review.

MUST Portal Functionality

Business Requirement Functionality

Rationale

Ability to access and complete on-line

Ability to register for multiple MU public
health objectives (planned in next
release)using NPI registration

Registration instructions/FAQs/checklists
available prior to beginning registration
process; All documentation is downloadable

Ability for user to establish user account
using e-mail and password with e-mail
verification during registration process and
manage their profile with password resets by
user

Ability to register group practices or
individuals use NPI

Ability to add multiple EPs under a Group NPI

Ability to allow EHR vendors or third party
integrators to register to develop HL7
interface for their clients

Streamline submission process

Eliminate multiple registration processes
and user accounts and passwords

Collection of all the necessary information to
complete registration process quickly

Facilitates updates to the registration
information to accommodate EPs’ hectic
schedules

Accommodates different types of practices

Allows one designated person (Group NPI
administrator) from group practice to add
EPs using Group’s NPI; Also associates
Group NPI attestation certificate to all those
EPs

test their HL7 message test message for
parsing and, format and review content
against CT local HL7 guides
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The Connecticut Department of Health is committed to streamlining the process of
sending, receiving, and testing HL7 messages for public health reporting. This initial
release will have support immunization VXU message type. The Connecticut Meaningful
Use State Testing (MUST) is a web application available to eligible professionals (EPS),
eligible hospitals (EHs), their vendors of their systems and third party integrators to test
their HL7 message test message for parsing and, format and review content against CT
local HL7 guides. Additionally, for those EPs and EHs looking to complete Stage 1 testing
and receiving attestation certificate that the test was completed will be required to use this
portal.

Please continue check the CT DPH Health Information Technology Exchange page for
new announcements related to MUST. There will be a downloadable links in the
Documentation tab in MUST portal.

URL Access
Staging https://stg-dphmust.ct.gov/portal/
Production https://dphmust.ct.gov/portal/

Both sites work the same except for the certificate generated from staging
environment is not valid as stated on certificate.

MUST web application provides immediate feedback on each test message on the tree
like structure that can expand and collapse on multiple message segments and further
expand or collapse on the message fields. Please refer to the Chapter 8 Validation tab for
more details.

It is the responsibility of the person performing that the data submitted in the HL7
message contains TEST DATA-Don’t submit production data.

e Thetestis for one message only.

o Please do not submit a file that contains messages for 1 year or even 1 day.

e Do not “cut & paste” or upload a file with FHS/FTS or BHS/BTS segments.
This will cause the validation status as “failed”.

e This message will not be parsed...

MUST Portal only validates the structure, this does not validate the content.

DPH is not liable if the person performing the test does not comply with following
requirements:
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The person performing the test for generating the Stage 1 and Stage 2 attestation
certificate will be required to certify:

1. that the test performed for submittal of electronic data was from the certified EHR
technology for their system

2. All documentation that supports that this test was performed from the certified EHR
technologies is maintained by them and may be audited.

3. This certificate should be retained as documentation supporting that you have
performed at least one test of your certified EHR technology’s capacity to submit
electronic data to Connecticut Department of Public Health for Stage 1 and Stage 2
Meaningful Use Menu Option for Public Health Reporting requirement.

If requested, please provide a PDF copy of this certificate to the State Medicaid office
and/or CMS as part of your application for EHR Incentive payment, showing that you have
performed the test.

The About Screen
This page is the MUST portal default page. This is the only page that is available with a
user name and password.

CAPTCHA security feature

Captcha is a security mechanism which protects against automated malware, by using
human-readable text in an image to confirm access to the portal by a human. This security
feature is used when registering your account, each time you log into MUST and when you
submit a test message.

Captcha Confirmation b4

Plzase provide the Captcha text
below:

le

Submit

When performing an important function in the portal, such as registration, logging in or
submitting a test message, a captcha confirmation with text will appear. Type the
characters you see into the Answer field and click “Submit” to continue. If you would like
to try another image instead of the current one, click “Refresh”. The answer that you type
must match the letters that you see in the grey image with the line through it.

Navigation of tabs and within tabs
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Understanding the visual clues

Status | Certificate
P @ @
P9 B8
b &a
b a
b O 4
P B3 T A
ro 9

A green check indicates there was no problem where an ‘X’ in a red box indicates there
was a problem.

Only test submitted to complete Stage 1 and Stage 2 testing will have a certificate
generated as indicated by the green check. These tests cannot be deleted. These records
are permanently stored and can be audited for Stage 1 and Stage 2 attestation by DSS
and/or CMS.

Upon each test message submitted, there is a corresponding validation results as a
separate row in the tab. These tests can be sorted and filtered as describe below by the
fields available.

Each row has a gray triangle pointing to the right. This is collapsed view. If you click on
this triangle, the message is expanded with the gray arrow changing direction from
pointing to the right to down direction. All of the parent message type is displayed with the
associated segments further expanded to all the message fields. Before each is a visual
indicator on whether there were any problems. A green check indicates there was no
problem where an ‘X’ in a red box indicates there was a problem. If the is a problem in any
field, all the message segments that contain the fields will have a red check as well as the
parent VXU_VO4 in the validation results.
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[ http://10.28.0.62:48080/portal/ v |4 [ x | P search resuits P~

© ¢ Favortes o ) Inserttitle here @] Oracle PeopleSoft Enterpr... [] Automated Test Portal 2] Progressive Benefit Soluti... ] EPHT SharePoint Portal Pr... @ Suggested Sites + 2] Get more Add-ons v

[&] Meaningful Use State Testing Portal [ - [ @ v Pagev Safety~ Tooks~ @~ B W

Avout Documentation | Send Message | Validation | Manage Profie

Validation - HELP

The Validation Tab allows the user ta view message results. This section also provides the user with detailed analysis of their messages and actionable responses.
Click the link for the Validation Tutorial.

Staus | Timestamp  Serviez Call Type Service User Email Guo Last Name Policy #
[ %] 0572012013 SYNC. WKU_V04 Vaccination diane.frater@ct gov.
I )ﬂ 06/0412013 SYNC. WKU_V04 Vaccination diane.frater@ct gov.
4 8 1810612013 SYNC VXU_VI4 Vaccination  diane. fraiter@ct gov
‘ Validation Results ” Messags Contents | Actons | Chid Wessages
Name Resut
=-E3 HL7 Validation

3 15 Business Validation 5
. BRIN Vs
- BR10Z Vs
@ sRi0z v Date must be less than or equal to (before or the same as) the Report 5.
3 Bri0s Minimum set of data tems for Vil Records
@ srios Minimum set of data flems for Provider Healh Records
@ srios Minimum set of data fems for Electronic Medicaid  Biling Records
@ s VEC-elgible chidren should have the manufacurer and it nurmber reported with Vaceinaton e
@ coc Business Vaidation COC Business Rule Validation
& cocoot The patient can enly have ane next o7 ki record with he relationship of Seif. The Self next of ki
& coconz The patient can only have two next of ki records with the relationship of Mother andlor Father
& cocoos Duplicate Next of Kin records may not exist for a given individual 3
Done & @ Intemnet | Protected Mode: Off fh v B10% ~ J

Click on the arrow to open or close the information for a validation result. If you want to
reset the sorting for the data inside a validation attempt, close the grey arrow and then
open it again.

Filtering and sorting columns

Any time a table view is displayed in a tab, the column names can be sorted and/or
filtered. The filter icon looks like a funnel or you can use ‘>’ to select drop downs to
filter. The filter is the row above the column name. Sorting is performed by clicking
on column then use the arrow to the right to drop down the choices below.
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About Documentation | Send Meszage Walidation M

i

Status v Certifi.. Timestamp Service Call Type

B2 sort Ascending 1407/2013 SYNC
P | IZ sortDescending 14072013 SYNC
b Configure Sort... 1408/2013 SYNC
b Auto Fit All Columns 1140872013 SYNC
b Auto Fit 1/08/2013 SYNC
b 1/08/2013 SYNC
b | Bd columns » 1140872013 SYNC
b 1/08/2013 SYNC
b Group by Status 11272013 SYNC
b 1/13/2013 SYNC
P | E] Freeze Status 111372013 SYNC
P & 8 11M3/2013 SYNC
P & %] 11HM3/2013 BYNC

Expanding and Collapsing tree structure of a test

Mame

=-& CRTS 2.0

Click on plus (+) and minus (-) signs inside the tree of result data to expand and collapse
data fields or segments.

Each line in the result column corresponds to the rule used to validate this segment.

5.8 0 # PID Segment #1
----- 0 P The PID.1 field is required
----- 0 P2 The PID.2 field is not supported
=93
----- Q Cx1 & CX.1 Tield 1s required
o ... —_— e e e
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With the "Validation Results" row expanded, the user may view the validation rules applied
to this message in a tree structure, including the name, text result, and if the rule passed
or failed as indicated by green checkmark or red "X". Rules are organized into a hierarchy,
with any failed rule causing its immediate parent rules to also fail

Message Contents

Use the Message Contents tab to see the contents of the message that was submitted

4 & (v QunzEOL cY NG HLY Validation ben.ramot@ct.g
Validation Results Actions Child Mez=zages
Request Response
=@ VXU_vo4 Onsoncted va aton_tecord_updateUnsaolicite.
E| @ MsH Message HeaderMessage Header
... @ MSH.1 | Field_SeparatorField_Separator

@® MSH2 A& Encoding_CharactersEncoding_Characters
. MSH.3 Test EHR Application Sending_ApplicationSending_Application

The value column shows the data for that segment, and the Description column shows the
name of the segment.
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Chapter 3 - Prerequisites prior to self-Registration Process

3.1 Eligible Professionals and Eligible Hospitals

Information entered into MUST is for test data only but important who is performing the
test. Users will be assigned their own username and password and will have an e-mail
verification of the e-mail account entered. This will be part of the registration process.
Each username is connected to one role and may or may not belong to a group practice.
The critical unique identifier is the NPI (National Provider Identifier) used at registration
time. DSS will be able to use either group NPI or the individual NPI. DPH cannot change
the designation of a NPI from either group NPI or individual NPI. This decision is user’s
discretions. Once the NPI and e-mail accounts are created, DPH can address any issues
with these fields. E-mail accounts and NPI numbers can only be used once and must be
unigque. Users are able to change their own passwords and resend a password if they
forget their password.

The group practice concept allows the portal to collect practice’s NPI whether it is
individual practice, group practice with many providers or a hospital and associate multiple
professionals to the Stage 1 and Stage 2 Meaningful Use test. The “Add User to Group”
concept allows associating multiple providers under the NPI for this organization. This
construct will work for hospitals as well as practices.

Each additional professional is added to group NPI by the group administrator. The group
administrator only needs to add the name, password and e-mail address for each
professional to the group for this to work. Adding users to a group generates e-mail
verification to the new e-mail address. The test perform by the group will be used to
generate additional Stage 1 and Stage 2 certificates with each professional’s name. This
user will be required to log in and go to Validation tab, find the test with the certificate
associated with it and open it and go to Action tab to e-mail it to their e-mail account.

Roles and permissions work together to provide the functionality for the MUST portal.

Question for EPs and EHs:
Determine how to register into MUST portal
Register NPI as
Individual Eligible Professional (EP)?
Group Practice?
Eligible Hospital (EH)?
Eligible Professionals (EPs) associated to Group Practice?

Are you looking for Stage 1 Medicaid attestation with CT DSS?
Are you looking for Stage 1 Medicare attestation with CMS?

Questions to ask your EHR Vendor or third party integrator to generate HL7 test message
from your EHR system?
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Talk with your EHR vendor on how to “copy and paste” test message into MUST

Talk with your EHR vendor on how to “generate a file” with test message that can be

uploaded into MUST portal

Fields in Registration Process:

Value

Selection Choices

NPI to use to Register NPI

Public Health Measure

Immunizations

NPI Group Password

Administrator E-mail

Administrator Password

First Name

Last Name

Organization Name

Address

City

State

Zip

Facility Type

select from EP, Group
Practice, EH, CAH

Phone Number

Attesting to MU Stage 1?

select Yes or No

Attesting to MU Stage 2?

select Yes or No

Enrolled with CT DSS MAPIR?

select Yes or No

ONC Certified EHR #

Who is your vendor of EHR
Product?

Name of EHR Product

EHR Product Version

A new field was added Attesting to MU Stage 2? (Yes/No) if you are an existing user
please update this information, see the instructions in page number 81.

NPI to use to Register NPI

NPI Group Password

User E-mail

User Password

First Name

Last Name

Phone Number

Individual NPl number

MUST Portal User Guide
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A new field was added Individual NPl number? If you are an existing user please update

this information, see the instructions in page number 81.

Vendor or third party integrator Registration

Information entered into MUST is for test data only but important who is performing the test.
Users will be assigned their own username and password and will have an e-mail verification of
the e-mail account entered. This will be part of the registration process. Each username and e-
mail account combination is connected a unique identify created at the time of registration. All
tests submitted by the user account can be viewed and/or deleted only by that user account not
by vendor. There is no association to the vendor’s clients; vendors cannot submit the Stage 1

or Stage 2 test for their clients. Vendors must provide instructions to their clients on “how to

perform the tests”.

Registration fields in Vendor Value
Registration:

Public Health Measure Immunizations

User E-mail

User Password

First Name

Last Name

Vendor Organization Name

Address

City

State

Zip

Phone Number

Cell Number

Product Name you're testing?

EHR Product Version

HL7 Version 2.5.1

CT’s approved transport mechanism currently is PHIN MS; please see the documentation

page of the portal on transport preparation for Meaningful Use Stage 2.

MUST Portal User Guide

Page 16



Chapter 4 - REGISTRATION

Roles and Permissions:

Information entered into MUST is only for testing data, however is important to know who is
performing the test. In order to identify the person who is utilizing this portal, usernames and
passwords will be provided to allow access to the web application. Each username is connected
to one role and may or may not belong to a group. Three different roles exist: Register NIP,
User to NPI, and Register Vendor.

“Register NPI” is a group concept allows the portal to collect NPI (National Provider Identifier),
whether it is an individual practice, a group practice, or a hospital.

“User to NPI” allows associating multiple providers under the NPI for this organization. The
users can be added to a NPI group where the test for the NPI group will cover all of the EP/EH
users associated to the group.

goind electronic submission and cT T T T T T <
- Registration *

# Register NPI

0

n Add User to NP -

g Register Vendor

tr ]
o Cancel
eded at yvour own speed and on

Table 1.1- 1 Role and Permissions

Role
Permissions Register Add User Register
NPI to NPI Vendor
View the documentation X X X
Send a HL7 message X X
Validation a HL7 message X X X
Delete a validation attempt for X X X
your user account
Generate an E-mail certificate X X
Manage profile (change
password, modify general X X X
information)
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4.1  Register NPI (National Provider Identifier)

Register as “NPI” (National Provider Identifier) as group practice or individual professional. DSS
will accept either from the Stage 1 and Stage 2 Attestation certificate or from the MUST Portal.
The NPI group can be a single EP, a group practice or hospital organization. The NPI group will
be able to associate registered users to the NPI group, by the NPI group administrator. The NPI
Group Administrator registers the NPI group is the NPI group and only the NPl Group
Administrator can add users to the NPl Group by using “Add User to NPI” with additional
information. This enables the testing performed by the administrator to cover all the EP users in
a practice. The NPI filters out extraneous information so only the attempts from your NPI are
display in the validation tab. The EP user will be e-mailed a “Stage 1 or Stage 2 Certificate” with
the EP’s name on it and all the testing performed by the person who initiated the test. The EP
can submit the Stage 1 certificate as part of application to DSS under his number with the NPI
group test.

The Portal will store the NPI and e-mail to be used with the group of users in order to manage
its validation process. This NPl number will be printed on the Stage 1 or Stage 2 attestation
certificate and must be the one used while registering in DSS MAPIR. This initial registration for
the group will create an administrative user who is part of the NPI group, as well as the group
itself.

When registering as an NPI group representing a single provider practice, you will be asked to
provide the NPI and the group password for your group, as well as your own email and new
password for the Portal. You will not use the “Add user to NPI” function.

TO CREATE A NPl GROUP

Click on the “Register NPI” button and provide your NPI group information.

NPl Group Registration b4

Please provide your NP1 group
informaticn

Group NPI :
73412

Group Password :

L L 1 ]
Admin E-Mail :
audi_alejandra@hotmail.com

Admin Password :

Continue
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Click on the “continue” button and provide general information about the group (all fields
are required).

NPl Group Registration x
@ Please provide some information

First Name :

Alejandra

Last Name :

Martinez

Facility Name :

DFH test

Facility Address :

410 Capitol Ave

Facility City :

Hartford

Facility State :

CT L
Facility Zip :

05134

Facility Phone :

8580-505-3000

Facility Type :

Group Practice v
Attesting to MU Stage 17 :

No ¥
Attesting to MU Stage 27 :

es »
Enrolled with CT D55 MAPIR? :

Mo »
ONC Certified EHR # :

785223

WWho is your vendor of EHR
Product? :

Consilience

Name of EHR Product :
CIRTS

EHR Product Version :
31|

Go Back Continue

Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to
try a different picture.
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NPl Group Registration 4

Please enter the text from the image ||
below

Refresh

Answer

ernad|

Go Back Finizh

Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

P T R R T T T TR WA NI T IR I W TR ST T Y I E A T g o

¢ NPl Group Registration o

ﬁ Successfully completed
! Registration E-Mail Sent
Close ]
|
All e-mail addresses are verified at the time of registration. MUST Portal will send out e-

mail confirmation from the mustportal@ct.qov (example below) with a link in the body.
Please confirm by clicking on the link.

From: mustportal@ct.gov

Date: March 21, 2014 at 12:22:39 PM EDT
To: dahiana030393 @hotmail. com

Subject: MUST Portal Group Registration

Meaningful Use State Testing Portal

Registration
Hello, Alejandra
You have registered successfullv with Meaningful Use State Testing Portal. To login, please click here.

E-Mail Address: dahiana030393 @hotmail com

API Key: c5955d78-cf11-40da-bec3-c05683b9383¢

Group Password: 123
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4.2 Add User to NPI (National Provider Identifier)

To add a new user to a NPI group, you must supply the NPI group number and password
supplied in the creation of the group.

TO ADD A USER TO NPI GROUP

Click on the “Add User to NPI” button and provide your NPI group information.

Add User fo Group s

Please provide your NP group
information

User E-Mail :
78412

User Password :
L2 L ]

Group NPI :
test1{@hotmail.com

Group Password :

Continue

Click on the “Continue” button and provide some general information about the new user.

Add User to Group #

@ Pleaze provide some information

First Name :
Omar

Lazst Hame :

Lwvn

Phone Number :
850-509-8285
Individual NP :
789632145

Go Back Continue
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Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to try a
different picture.

Add User to Group s
Pleaze enter the text from the image
below

Refresh

Answer:
Zegae

Go Back Finizh

Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

Add User to Group *

'@ Successfully completed
Registered with id 044ed31d-1cad-40e9-
bS0a-000f2afs5159

Close

All e-mail addresses are verified at the time of registration. The MUST Portal will send
out an e-mail confirmation from the mustportal@ct.gov (example below) with a link in the
body. Please confirm by clicking on the link.
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From: mustportal@ct.gov

Date: March 21, 2014 at 12:22:39 PM EDT
To: dahianaQ30393/@hotmail . com

Subject: MUST Portal Group Registration

Meaningful Use State Testing Portal

Registration
Hello. Alejandra
You have registered successfully with Meaningful Use State Testing Portal. To login, please click here.

E-Mail Address: dahiana(030393 @hotmail com

API Key: ¢3955d78-cf11-40da-bec3-c05683b9383c

Group Password: 123

4.3 Register Vendor

When registering as a vendor or third party integrator the Portal will store a unique id
and e-mail to be used to manage its validation process. This unique identification filters
out so only your attempts are display in the validation tab.

TO CREATE A VENDOR

Click on the “Register Vendor” button and provide your information.

- - B ———

Register Vendor A

@ Please provide vour information

Company Hame :
DPH

User E-Mail :
alejandra.martinez@ct.gov

User Password :

Continue

Click on the “Continue” button and provide some general information about the new
user.
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Register Vendor
@ Pleaze provide zome information

First Name :

Diane

Last Name :
Brown

Address .
242 Main 5t
City :

IManchester

State :

cT v |
Zip:

05040

Phone Humber :
260-896-7205

Cell Number :
2860-741-8523

Product Hame you're testing? :

AccuCare

EHR Product Version :
§.7.0.0

Go Back Continue

Click on the “continue” button. You will see a distorted picture (a “CAPTCHA”) with a few
characters that you will need to type in, for security purposes. You can click Refresh to
try a different picture.

[

Register Vendor

Please enter the text from the image
below

Refresh

#

Answer:

||:Iagml-d

Go Back Finizh
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Click on the “Finish” button and a pop up will notify you and a confirmation email will be sent to
the email you provided during registration.

Register Vendor X
a Successfully completed
Registration E-Mail Sent

Cloze

All e-mail addresses are verified at the time of registration. The MUST Portal will send out an e-
mail confirmation from the mustportal@ct.gov (example below) with a link in the body. Please
confirm by clicking on the link.

MUST Portal Vendor Registration

mustportal@ct.gov
Fri 3/21/2014 12:50 PM
Martinez, Alejandra

Meaningful Use State Testing Portal

Registration
Hello, Alejandra
You have registered successfully with Meaningful Use State Testing Portal. To login, please click here.

E-Mail Address: alejandra martinez(@ct.gov

API Key: 82878153-2033-41e5-b£23-91664£f7c008

Group Password: 144da8d5-6aab-421d-9eed-7d4466909fad

TIP:

Please make sure that your e-mail application is not sending this email to your spam or junk e-
mail box. Follow the process of your e-mail application to prevent this sender being moved to

these folders in the future.
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Chapter 5 - How to use Documentation tab

] B e st e x
€ & € [} stg-dphmust.ct.gov:8080/portal/

% Meaningful Use State Testing

Manage Profile

Service ‘
P VXU HL7 Validation - Immunizations

The Documentation tab shows a list of helpful resources provided to help you in the validation
process, organized by Service category.

If you click on the triangle next to a service category you will see a list of the various documents
that are relevant.

Vi ssce 1mesnnisuoe ne: x O
€ - C [} stg-dphmust.ct.gov:8080/portal/ Qw

Meaningful Use State Testing

Manage Profile TUTORIAL LOG OFF
4 VXUHLT Validation - Immunizations B
Documents (Browse for Versions)

Name Description i
P Announcements Web Announcements

P Immunization Immunization Related Documents 3

P HL7 Guide Immunization HL7 Guide 1

: P PHIN MS Transport PHIN MS Transport E

m

If you then click on the triangle next to a document, you will see a list of versions. Each version
can be accessed via the grey icon in the Download column.
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Vi ssce 1mesnnghsvse ae x O
€ - C [} stg-dphmust.ct.gov:8080/portal/

%ﬁ Meaningful Use State Testing

Manage Profile TUTORIAL LOG OFF
Service ‘
4 VXU HL7 Validation - Immunizations
Documents (Browse for Versions)
| Name Description
4 Announcements Web Announcements o =
Versions
Version Type Source Download ‘
1 link http://www.ct. phicwphview.asp?a=31368q &
4 Immunization Immunization Related Documents
" B Versions ) i)
Version Type Source Download ‘
1 link http://www.ct.gov/dph/cwp/view.asp?a=31368Q=3882... ﬁ
1 text/plain Announcement for Readiness to receive data into Im... &
1 link hittp://www.ct. philib/dp ious_di &

If you click on the grey icon for a document, you will get a pop up with a link to the document. If
you click on the link, the document will pop up in a new tab or window.

T A e g

Download b4

Download ! View : Immunization guide

Cloze
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Chapter 6 - MANAGE PROFILE

The “Manage Profile” option allows the user to edit the user’s general information, for example:
change passwords, addresses, names, and phone numbers.

Manage Profile TUTORIAL LOG OFF

audi_alejandra@hotmail....
| Change Password |

Name Value

FirstName Daniel
groupMPI 14141715896

groupPassword 123

Phone B860-560-8578

Lasthame Allbes

The information shown depends of the type of user. Double click on a field to change the
information within.

NPl user Administrator:
The “NPI administrator” can change:

e Last Name

e First Name

o Facility Name

o Facility Address

e Facility City
o Facility State
o Facility Zip

e Facility Phone

e Facility Type

e Attesting to MU Stage 1

e Enrolled with CT DSS MAPIR?
e ONC Certified EHR #

¢ Vendor of EHR Product

o Name of EHR Product

e EHR Product Version

e Submit Test for Stage 2
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TUTORIAL

Manage Profile

dahianal30383@hotmail...
Change Password

LOG OFF

Name Value
grouphpl 14141715395
FacilityZip 05134

| FacilityType Group Practice
FacilityState CcT

FacilityCity Hartford
Lasthame Martinez

| FirstMame Algjandra
FacilityPhone B60-266-6691
| FacilityMame DPH
groupPassword 123
FaciltyAddress 410 Capitol Av

NPl user Group:

“NPI User Group” can change:

First Name
Last Name
Phone Number
Individual NPI

TUTORIAL

Manage Profile

audi_alejandra@hotmail....
Change Password

LOG OFF

Name Value
Firsthame Daniel
grouphpl 14141715896
groupPaseword 123
Phone B60-565-8978 =
LastMame Allbee
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Vendor user:

A “Vendor User” can change:

e Last name

e First name

¢ Phone number
e Company name

e Address
e City

¢ State

o Zip

¢ Phone Number
e Cell Number

I Manage Profile TUTORIAL LOG OFF

alejandra. martinez@ct. gov
Change Password

Name Value

Phone B880-509-7678

Lasthame Martinez

FirstName Alejandra

companyMame DPH =

6.1 Change Password

To change a password click on “Change Password” button, provide the old and
password, enter your new password twice, and then click on the “save new password”
button.
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Change password b4

@ Please enter your password

Old Password :

New Password :

Repeat Mew Password :

m.m..|

Save new password

6.2 Forgot the Password
If a user forgets their password, the portal provides an option to reset the password and will
send them an email with the new password assigned.

To reset the password

Go to the “Stage MUST” portal and click the “Login” button.

' Stage 1 Meaningful Use 4 x {

€ - C [ stg-dphmust.ct.gov:8080/portal/

é@m Meaningful Use State Testing

LOGIN

REGISTER

Provide your e-mail address and click on “Forgot Password” link.

User Login s

@ Pleaze enter vour credentials
E-Mail Address :

alejandra.martin ez@ct.gmd |
Passwaord

Forget Paszword

Login

MUST Portal User Guide Page 31



A window will pop up asking you to confirm your request with the option buttons “Yes” or
“No”. Click on “Yes” button.

Question b4

The system is about to send the email with yvour new password
to your mailbox. Proceed?

| Yes | Mo

A pop up will notify you that your request has been submitted.

Note b4

i y Password was sent to algjandra. martinez@ct.gov address
s _.{
F o

r—

Check your email to verify that the email with the new password is there.

(UAT on Staging) MUST Portal Password Reset

mustportal{@ct gov [mustportal@ct.gov]
Sent: Sundzy, March 23, 2014 5:36 PM
To: Martinez, Alejandra

Hello, Alejandra

Your password was changed successfully. Your new password is: xKO6WPy]
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Chapter 7 - SEND A MESSAGE

The Send Message tab is where you either “cut & paste” or upload a file containing the HL7
messages to test and validate.

The test is for one message only. Please do not submit a file that contains messages for
1 year or even 1 day. Do not “cut & paste” or upload a file with FHS/FTS or BHS/BTS
segments. This will cause the validation status as ‘“failed”. This message will not be
parsed.

TO SEND A MESSAGE

Choose a service type for Immunization validation —“VXU HL7 Validation Immunizations”.

About I D i I Send I i I Manage Profile TUTORIAL LOG OFF

-

Name Description

WXU HLY Validation - Immunizatiens HLT Walidation for Immunization Messages
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If you want to “cut and paste” the HL7 message, paste the message into the Message Contents
box.

Documetsion | senassase | Vasasion | anso i | araseveers

WU HLY Validation - Immunizations u

MSH*\SJEHRIXESIEH RE201 40424093 30V XUV 049984585675 2T2.5. 10T

PIDW1233INickey " Mouse M JriMinnie"Mousel201 3082302 106-3"White"HL70005{S00 Greene St*NEWW
HAWENCT*06511*USAHEI(Z203) 77 3-1775"PRN"PH"dahiana030393@hotmail. com*" 20377 3177 5"~ (203) 999~

1775)en Englicsh"HL70Z95MN"not Hizpanic or Latino®HL701 29020

PO 1201404 140020140424

NK 11 Amparo®Ray]MTH*Mother*HL7 0063|156 Duval ST**Madison"CT 06042 USAH|(860) 509-7845"PRN"PH" 3605097345
ROCAION 201 40421201 40421 20" DTaP CWX CERTN A CERTN AMAWWTNI 101 “Historical information — source
unspecified*NPI0 1P Angelica*Romerof “* XSEIIC 351 TABJFFR Plizer, Inc MWXIICPLA]

RXRIIM*Intramus cular*HLT0162JRAMRight Upper Arm*HLTO162

OBX]1|CEI30955-T"Vaccine Type (Waccine group or famity P*LNI1[20"DTaP*CVWVXIFEZ0140508
OBXI2|CES4984-7"Vaccine funding program eligibility category*HL70054/1[W 01 Mot WFC eligible*HL7T00S4MIFNZ0140508
|[DBXI3ICEI28768-9" Date Vaccine Information Statement Published"HL70064]1]20140303MFNZ0140508
OBXI4CEI29789-7"Date Vaccine Information Statement Presented*HLT0054]1[2014040500FN201 40508

Or

If you want to upload the HL7 message, click on “Browse” button and locate the file.

ation Send Message walidation Manage Profile Manage Users TUTO
1 | 1 1 I

WU HLY walidation — Immunizations. B
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Select the HL7 messages and click on “open” button.

=

| |« H7 » Data ~ |43 | search Data o]

Organize - New folder == ~ [l @
[&] Pictures o MName - Date modified
Subversion | 7] Seene 1_HL7_parsing 3,/19/2014 12:00 PM I
B videos || Seene_2_HL7_parsing 3/10/2014 12:53 PM
8 Computer @ Scene_3_HL7_parsing 3/19/2014 1:45 PM I _ﬂ
& Local Disk (C:) @ Scene_d4_HL7_parsing 3/19/2014 2:36 PM
% Immunizations (exec\dfs\DPH — E Scene_S_HL?_parsi_ng 3/19/2014 2:52 PM
8 MartinesAle (\\exec\dfs\dph-usi [ E Scen:_ﬁ_HL?_pa.lsln-g 3/19/2014 4:05 PM
j Updatelnformation 3/19/2014 3:17 PM

. DPH-Groupsl (\\DPH-FS001) (S:
58 DPH-Agency (\iexecidfs) (U:)

S DPH-Sharedl (W.dph-fs001) (V:) |=
# DPH-Sharedl (W\exechdfs) (W:)

'ﬁ"! Metwork

- A i |

File name: Scene_6_HL7_parsing - [ Files

[_open |

Send Message

The HL7 messages will appear in “Messages Contents” box.
Jocumentation I Send Message I Validation I Manage Profile I Manage Users _

MSH|"\&HER|1030][|201 50407 1450[[WXUV04|1119|T|2 5 1|
PID|||[EHR-192||ZeeeerCatwoman™ | Dathy|20140909|M||1002-5*American Indian or Alaska Native"HL70005/BR_2 410 Capital
StHarftord"CT*06106*USA||(860) 7999999PRN"PH" 8607 890989|len*English*"HL7T0296(|||||[M*Not-Hispanic or Latino®HL70242]]|||
PO
NK1[1|zeeee’Liza-Grant|SEL"Self"HL70063[410 capital St*Harftord"CT*06199"USAM|(860) 7999909 PRN"PH"860739a999|(///I1I|
RXA|0[1]20141111 2007111136 ZIG CVX]|1 |||06 Historical information &€ from birth certificate"NPOO1|||||[||0]||CP|A
RXR|IMAntramuscular*HL 70162|LALeft Upper Arm*HL70163||

OBX|1|CE[30956-7"Vaccine Type (Vaccine group or family)*LN|1 |36\ ZIGACVX]|||||F|||20159999

OBX|2|CE|64094-7"/accine funding program eligibility category*HL70182[1[VO7*Local-specific eligibility *HL70064||||F||[20150909
OBX|3|CE|20768-0"Date Vaccine Information Statement Published*HL70182[1|20101206(|[||F|||20159999|

1_goral_Red hi7

Send Message

If logged into the portal as a NPI group user, the options are:

¢ “No certificate to be generated”
e “Completing Stage 1 Testing”
o “Completing Stage 2 Testing”
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Checkbox options will be available.

If the option for “Completing Stage 1 Testing” is selected, the results of the validation attempt
will be used to generate the attestation certificate to any of the users in the NPI group. To
submit electronic data for Meaningful Use Stage 1, the green check mark signify the
attestation certificate has been generated. This validation attempt cannot be deleted.

If the option for “Completing Stage 2 Testing” is selected, the results of the validation attempt
will be used to generate the attestation certificate to any of the users in the NPI group. To
submit electronic data for Meaningful Use Stage 2, the green check mark signify the
attestation certificate has been generated. This validation attempt cannot be deleted.

If you checked the box labeled “No certificate to be generated”, you can continue to perform
and analyze data validation attempts. The results of the validation attempt will not be used to
generate the attestation certificate to any user in your NPI group. To submit electronic data for
Meaningful Use Stage 1 or Stage 2, the red “X” in the validation tab identifies that there is no
attestation certificate associated with this test. This validation attempt can be deleted.

| 5= IEm—— e el ]

MSH|*\&HER|1030(||201 504071450 [WVXU"VO4[1119|T|2. 5 1]|
PID|||[EHR-192(||Zeeee"Catwoman™|Dathy|20140909|M||1002-5"American Indian or Alaska Native'"HL70005|BR_2 410 Capital
StHarftord"CT"06106"USA||(860) 7 PRMN"PH 607 MENnglish*"HL70296]||||||[M*"Not-Hispanic or Latino"HL70242||||]]|

PO
K1|1|zeeee L iza-Grant|SEL"Self"HL70063]410 capital St*"Harflord"C T "06199"USAM|(860) 7 PRN"PHM"860"7 T

RXA[0[1]20141111|2007 1111[36"WZIG C VX1 |[|06"Historical information &€” from birth certificate"NPoo1|[|||[||0|CPlA

RXR[IMAntramuscular*HL 70162|LALeft Upper Arm*HL70163]]||

OBX[1|CE[30956-7"accine Type (Vaccine group or family)*LN[1 36" ZIGACWX]|||[|F|l|20159999

OBX|2|CE|§4994-7"accine funding program eligibility category*HL70182|1[V07*Local-specific eligibility *HL700&4]|||||F|||20159999

OBX|3|CE|20768-9"Date Vaccine Information Statement Published"HL70182|1|20101206]|||[|F|||20159999|

Browse.. | EHR_T_1_goral_Red.ni7

Send Message

Send Message

Click on the “Send Message” button

If “Completing Stage 1 Testing” or “Completing Stage 2 Testing” is checked, a popup
window appears confirming that you are attesting for the NPI. The option buttons
“‘Agree” or “Disagree”

Confirm Attesting *

|, Daniel Allbee, hereby certify that the test performed for submittal of electrenic
data was from the certified EHR technology for (14141715896). All documentation
that supports that this test was performed from the certified EHR technologies is
maintained by (14141715858} and may be audited.

Agree Disagree
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Next the security feature call a “Captcha” image will appear. If you are having trouble
with the image, you can click the refresh button to display a new image. You must type
the answer in the text box and then click “Submit” to complete the test.

2 |
fl Captcha Confirmation *

T @ Please provide the Captcha text

below:

Refresh

AnswWer .
|xfE-t:6 |

| Submit

When you click “Submit”, the validation attempt will be submitted to the Portal. A pop up will
notify you that a validation has been attempted and submitted.

Note

i (} “our message has been successfulty sent to the remote service.
- “ou will be notified when Validation Results are ready for

L !
FEVIEWY .

A pop up will notify that a validation has been processed and is ready to review.

Information: Your message has been
processed. You can see the response and
validation rezultz in the Validation
Section.
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Chapter 8 - MESSAGE VALIDATION

After a validation attempt has been processed, the results can be viewed at the “validation tab”,
with results listed separately by attempt.

About Documentation | Send Message Validation Manage Profile | Manage Users m LOG OFF
i | v

D Status Certificate Aftesting Stage Date ™ Time ™ Service User Email
b 227869 %]

a 2 1001472015 5:02am WXU HLT Validation - Immunizations audi_alejandra@hotmail. com
13 188080 {3 {3 09/30/2015 1:50pm WXU HLT Walidation - Immunizations audi_alejandra@hotmail.com
4 195y{3 %] 09/30/2015 12:28pm VXU HLT Validation - Immunizations audi_alejandra@notmail.com

Validation Results Certificate Generated  Attesting Stage

Allowing the user to filter and search based on particular
values

Attesting Stage will display a value if the user at the moment to submit the message selected
the option “Completing Stage 1 Testing” or “Completing Stage 2 Testing”

8.1 Tools

The portal provide options to sort, filter, fit columns, add and delete columns, status freezing
and group by status. For activate this option click in the columns labels a grey triangle will
appear on the right.

Mar 21, 2... )
Status Certifi...  Timestamp Service Call Type
P | sortAscending /2014 SYNC
b |13 SortDescending /2014 SYNC

Configure Sort...
Aute Fit All Columns
Auto Fit

ﬂ Columns »

=| Group by Status

H

Freeze Status

Filter by Date: Click on the “Calendar” button Eand select date range and then click
the “ok” button.
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71 Select Date Range
Frl:rm:|| |V|E
TD:| |V|E

SN TN

alidation Manage Profile TUTORIAL LOG OFF

Filter Button

User Email

WXU HL7 Validation - Immunizations alejandra martinez@ct gov

WXU HLY Validation - Immunizations alejandra.martinez@ct.gov

WXU HLT Validation - Immunizations. alejandra.martinez@ct.gov
WXU HLT Validation - Immunizations. alejandra.martinez@ct.gov
WXU HLT Validation - Immunizations. alejandra.martinez@ct.gov

WXU HLT Validation - Immunizations. alejandra. martinez@ct.gov

Sort Information: You can sort the results by date or by other columns. Any column in the
Portal can generally be sorted as well.

Configure Sort Option: click in the column’s label and a grey triangle will appear on the
right and then click “Configure Sort”. The user can now sort, add levels, delete and define
the order.
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] Sort *
.g;l Add Level @ Delete Level |'_Tf| Copy Lewvel |T| |T|

Column Order

Sort by User Email Aszcending

Then by Certificate w | | Ascending :

Apply | | Cancel

Setup Columns: click on the column’s label and a grey triangle will appear on the right
and click on “Columns”. The user can add or delete columns in the table.

Status Certificate Timestamp Service Call Type User Email “ I
ﬂ‘s Sort Azcending 032172014 S¥NC audi_alejandra@hotmail.com
G.E Sort Descending 0321/2014 SYNC audi_alejandra@hotmail.com

Configure Sort...
Auto Fit All Celumns

Auto Fit
m Columns | v Slatus
»  Cerificate
Group by Status »  Timestamp
»  Service Call Type
E Freeze Status Service

»  User Email
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8.2 Validation Results Tab

Click on the grey triangle on the left to expand a validation attempt to show more details. The
Validation Results tab will show each segment, subcomponents of the data, and the validation
result for each. The parts of the hierarchy can be expanded and collapsed by clicking on the
minus and plus signs next to an item.

[ it oo sntions | v [ e e S I
E: |

v v .
Staus Cena Terestarmo Service Cat Type Service User Emat
[la o 032272014 SYNC VXU HL7 Vaidaton - mmunizatons canana010 332G ctmal com
Vakdaton Results | Message Contests ACtony Cnld Messages
Name Resut
s & PO Name Of the Segment OK Every VXU 248 200 PO sagment -
% ) nvald Every VXU has ooe PO1 sepment ¢
=8 x I3} nvald The PO sepment . a VXU may Rave 2er0 or moce NX1 sagments
= Bwxan hvald NX1 Segment 31
& 1 1 Segment and field number 0K The 1¢1 1 feid s requres  the rule used to validate this segment
o Q12 OK: The KX1.2 field & regeres .
Valdation OK & & nx1 3 OK: The KK1.3 fieid & requred
. o NXL 4 OK The NX1 4 feld & regured
= Ewrs nvaid: The NX1.S field is required
Validation Error @’h 2 valkd The XTN 2 feld s requred
1% Bl Invald: The XTN 3 feid & requred
m XThE nvald The XTN £ %eld s required
8xovr vald The XTN 7 Sl i requred
O nre OK: The NK1.6 fieid & optionsl
% LR hvald The NC1T %38 8 02t supported 3
. m N

Each row of the table has an entry for the "Status" column indicating if the message was
considered by the system to be successful or to have failed. This is indicated via a green
checkmark (for success) or a red "x" (for failure).

8.3 Message Contents Tab

With the "Message Contents” row expanded the user may view any messages associated with
the one sent, such as the initial request (sent by the user) and the response (sent back by the
system).
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8.3.1 Request Tab

The Request tab shows the parsed content sent in the HL7 message by field. The user can

view:

e Name of the segment and field number

e Value (data sent)

e Description (name of the field)

I About I Documentation I Send Message [ alidation ] Manage Profile

TUTORIAL LOG OFF

H B 8
Statuzs  Certifi.. Timestamp Service Call Type Service User Email
4 3 (%] 03/23/2014 SYNC WU HL7 Validation - Immunizations dahiana303593@hotmail.com
Validation Results ” Meszage Contents " Actions " Child Mes=ages |
|’ Request ‘ Response |
Name Value Description
' TACT VUZUIFT T T TIUTTIET
@ CX.5 MR Identifier_Type_Code
£ @ PID.5 Patient_MName
: KPN-1 Rivera Family_Name El
; XKPN.2 Dahiana Given_MName
L@ XPNT L Name_Type_Code
- @ PID.6 Luz Mother_s_Maiden_Name
- @ PID.7 20140303 Date_Time_of Birth
- @ PID.8 F Sex
=- @ PID.10 Race
2106-3 |dentifier
White Text
HL70004 Mame of Coding System E|
| wrtree [ w7 |

-]

m

{
E

In this tab the user can see the values that the message contains but the system doesn’t validate if the

content is valid or invalid.

8.3.2 Response Tab

Show the ACK message obtained. The user can view:

o Name of the segment and field number

e Value

e Description (name of the field)
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I About ] Documentation I Send Message ] Validation l Manage Profile TUTORIAL LOG OFF

..... |
i ] ™
Status | Certifi... | Timestamp Service Call Type Service User Email
- m m 03/23/2014 SYNC VXU HLT Validation - Immunizations. dahiana030383@hotmail. com
[ Walidation Results H Message Contents " Actions H Child Messages ]
[ Reguest [ Response ]
Mﬂ—l Walue Description
1EI---. ACK I E
EI Message_Header 7]
- @ MSH_1 | Field_Separator
@ MSH.2 Lt Encoding_Characters 3
- @ MSH.2 0361 Sending_Application
- @ MSH.4 X68 Sending_Facility =
- @ MSH.5 0362 Receiving_Application
- @ MSH.6 0362 Receiving_Facility
- @ MSH.T 201403130125 Date_Time_Of_Message
@® MSH.9 Message_Type
- @ MSH.10 62891916535 Message_Contral_ID 1
@ MSH.11 T Processing_ID
I WY TR 2EA AFEFEH i[n] E
[ HLT Tree J[ TE—
e E
| m [
The option HL7 shows the response obtained in format HL7 message.
About Documentation | Send Message Walidation Manage Profile TUTORIAL LOG OFF
= | ™
Status | Cerlifi...  Timestamp Service Call Type Service User Email
A a a 03/23/2014 SYNC WXU HLT Validation - Immunizations. dahiana030383@hotmail. com
[ Validation Rezults " Meszage Contents " Actions H Child Mes=ages ]
[ Request " Response ]
MSH 810361 X68/036 203621201 2031 301 25X D4 XU _VI452891916535M2.5. 1AL MSAIAAIS2891916535) Accepted] DI0* ACK GDNL H

8.4 Actions Tab

The Actions tab allows:

- Generation of an E-mail certificate.
- E-Mail Certificate to yourself for each user
- The removal of a validation attempt
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Administrator of the Group

If the user is the administrator of the group and selected “Completing Stage 1 Testing” or
“Completing Stage 2 Testing” this tab will display the options “E-mail certificate” and “E-Mail
Certificate to yourself for each user”.

“Validation Results | Message Contents Actions

........................................

E-Mail Certificate

E-Mail Certificate to vourself for each user

NPl user group

If you are an NPI user group and selected “Completing Stage 1 Testing” or “Completing Stage 2
Testing” this tab will display the option “E-mail certificate”

‘Validation Results = Message Contents Actions

E-Mail Certificate

But if the user selected “No certificate to be generated” or the user is a vendor this tab will
display the option “Delete Validation Attempt”.

4 198080 £ £
“alidation Rezultz | Message Contents Actions
Delete Walidation Attempt

In the Actions tab, an “E-Mail Certificate” and “E-Mail Certificate to yourself for each user”
buttons will be available only if you or another user in your NPI group checked “the Completing
Stage 1 Testing” or “the Completing Stage 2 Testing” checkbox when submitting the validation.
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8.4.1 E-Mail Certificate

If the “E-Mail Certificate” button was selected, an email containing a certificate will be sent to
your email address, the certificate will contain all the information of the person that performed
the test with the name and NPI number located at the top of the certificate.

This option is using to resend the certificate to your email account and only available if:

¢ You checked “Completing Stage 1 Testing” or “Completing Stage 2 Testing”
checkbox.
e The HL7 message was successfully validated

You are logged in as the NPI administrator If the above are met an email certificate in the
format of a PDF is emailed.

To generate an E-mail certificate, click on the button and confirm the request by clicking on
“YeS”.

E-Mail Certificate *

E Are you sure?

| es | Mo

A pop up will notify you that validation Attempt record was successfully been sent it.

Cenrtificate Sent *

i . “four certificate has been =ent to your registered e-mail
1 _.(
Fhy

oK

Check your email and verify that the certificate is in a pdf format.
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From: mustportal@ct. gov

To: Martinez, Alejandra
Cc
Subject: MUST Stage 1 Certificate

. .
o ¢ State of Connecticut DP  Keeping
¥ - nnecticu
% Department of Public Health TS
i??ﬁug_;;.; -
o=t
Certificate of Public Health Meaningful Use Stage 1 Testing
DPH Test Certificate Mumber: 7d59f55a-Thc4-4649-a6fd-bad3dad5afc
Mame: Clinical Test
MNPl; T8O
I, Algjandra Martinez , hereby certify that the test performed for
submittal of electronic data was from the certified EHR technology for
Clinical Test (789) _ Al documentation that supports that

this test was performed from the cerified EHR technologies is maintained by

Clinical Test (789) and may be audited.

Test was performed by:
Mame: Alejandra Martinez

Organization: Clinical Test
Address: 410 Capitol Ave, Hartford, CT 06134
Phone Number: g602686691

E-mail: alejandra.martinez@ct.gov

CT DPH - Stage 1 Public Health Reporting Measure tested:
Immunization

Status of Test: passed, Mot Valid (UAT testing]
Date Test Performed: 2014-03-18

Time Test Performed: 08:53:03.007
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8.4.2 E-Mail Certificate to the NPI administrator for each user

E-Mail Certificate to yourself for each user provides the Administrator of the group to send
an email copy of the certificate to each provider within the group. For example the NPl number
123 has three users associated to the group once the administrator click on “E-Mail Certificate
to yourself for each user “ three different emails with the same certificate is emailed to each
provider.

This option is using to resend the certificates to your email account by each provider and only
available if:

¢ You checked “Completing Stage 1 Testing” or “Completing Stage 2 Testing”
checkbox.
e You are the NPI administrator.

Click on E-mail certificate to yourself for each user, confirm the request by clicking on “Yes”
to generate an email.

E-Mail Certificate b4

'_F.,_ Are you sure vou would like to retrieve a certificate for this
- validation attempt on behalf of each user in your group?

es _ MNo
A pop up will notify you that validation Attempt record was successfully been sent it.

Certificate Sent 4

i y A certificate has been sent to your registered e-mail for all users
)
L

e

Check your email to verify that the certificates are there in pdf format.
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4 Today
mustportal@ct.gov ]
MUST Stage 2 Certificate for Diane Fraiter 11:10 AM T
[}
mustportal@ct.gov U]
MUST Stage 2 Certificate for Alex Martinez 11:10 AM
mustportal@ct.gov U
MUST Stage 2 Certificate for Angie Brown 11:10 AM
mustportal@ct.gov U]
MUST Stage 2 Certificate for Diane Fraiter 11:10 AM
mustportal@ct.gov U
MUST Stage 2 Certificate for Yasser Toro 11:10 AM

Certificate user 1

P T
—
E‘%”i‘;‘ State of Connecticut
> Department of Public Health

Martinez,

Message

DPH)

Certificate of Public Health Meaningful Use Testing

DPH Test Certificate Number: 3e18-44d2-a1b2-4 T

EP Name: Yasser Toro

EP NPI: 1236887

I. Alex Martinez

. hereby certify that the test

performed for submittal of electronic data was from the certified EHR technology for

Test & Local, LLC/Ltda

All documentation that supports that this test was performed from the certifies
technologies is maintained by
Test & Local, LLC/Ltda

d EHR

and may be audited.

Test was performed by
Name Alex Martinez
Organization: Test & Local, LLC/Ltda
NP (Group) 8521
Address: 1 Main, Manchester, CT 06042

Phone Mumber; 583-888-8888

E-mail: alejandra.martinez@ot.gov

CT DPH Public Health Reporting Measure tested for: Immunization Stage 2

S,
gi,; State of Connecticut
o Department of Public Health

Certificate of Public Health Meaningful Use Testi
DPH Test Certificate Number: clabcbh35-3e18-44d2-a1b2-4cec85d000cT

EP Name: Diane Fraiter

EP NPI 12369741

1. Alex Martinez

ng

performed for submittal of electronic data was from the certified EHR technology for

Test & Local, LLC/Ltda

All documentation that supports that this test was performed from the centified EHR

technologies is maintained by
Test & Local, LLC/Ltda

Test was performed by
Name: Alex Martinez

Organization: Test & Local, LLC/Ltda

NP1 (Group) 8521

Address: 1 Main, Manchester, CT 08042

Phone Number: 963-888-8888

E-mail- alejandra.martinez@ct.gov

CT DPH Public Health Reporting Measure tesied for: Immunization Stage 2

MUST Portal User Guide

and may be audited.

mustportal@ct.gov
MUST Stage 2 Certificate for Diane Fraiter

Alejandra

'@DianeFraiter_d.abcb35-3e1844d2-alb24cec&5d000c?.pdf (2 MB)

Keeping
Connecticut
Healthy

Certificate User 2

DPH):

. hereby certify that the test
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8.4.3 Delete Validation Attempt:

The “Delete Validation Attempt” option is available when you choose “No certificate to be
generated” and will not generate the certificate.

To remove a validation attempt, click on Delete Validation Attempt and confirm the request by
clicking on the “ok” button.

Confirm

o Are you sure vou wish to delete this attempt?

[ 0K ] [ Cancel

A pop up will notify you that a validation Attempt record was successfully been deleted.

Success

i Hi} “alidation Attempt Record Successfully deleted
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Charter 9 - MANAGE USERS

The “Manage Users” tab allows the NPl Administrator the following:

» See all users associated to the group NPI as group users

NPI administrator is labelled as Group Administrator

» NPI administrator can edit the general information from this, for example: Facility name,
addresses, names, and phone numbers

» Add new users into his group

Y

About Documentaticn | Send Message alidation Mzanage Profilll | Manage Users m
-
User Groups
Group NPI Group Password Faility
4 352063 123 Prueba 10
Users
E-Mail Role
I sudi_slejandra@hotmail.com Group Administrator
4 alejandra milena.arias@gmail.com Group User
Properties
MName Value
I groupPassword 123
P LastName Brown
I groupMPI 852063
I FacilityPhone 222-222-2222
P FirstName Diane

How Edit Information:

1. Click on the arrow at the side on the Group NPI

User Groups

Group NP1 Group Password Facility

52963 123 Prueba 10

2. The system displays all accounts associated to NPI group; the first account belongs to
the administrator account.
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User Groups

Group NP1 Group Password Facility
4 852963 123 Prueba 10
Users
E-Mail Role

P sudi_slejandra@hotmail.com

I slejandra.milena.arias@gmail.com

Group Administrator

Group User

3. Select the account that you want to edit and click on the arrow at the side on the E-Mail column

-

Group NPI Group Password Facility
4 852963 123 Prueba 10
Users
E-Mail Role
4 W zudi_slejandra@hotmail.com Group Administrator
Properties
MName Value
P FacilityZip 06132
I FirstMame Aleja
I groupPassword 123
I FacilityPhone 111-111-1111
b VendorEHR Test
b AttestingMUStage Yes
b ONCCertified 789
I FacilityName Prueba 10
P NameEHRProduct Test1
b FacilityCity Hariford
I FacilityAddress 410 Capitol
P LastName Martinez
P FacilityType EFP
P FacilityState cT
P groupMPI 852963
P EnrolledCT Yes
P EHRProduct\ersion 10
I alejandra.milena.arias@gmail.com Group User
Or
About Documentation | Send Message Manage Profile | Manage Users m
User Groups
Group NPI Group Password Facility
4 852963 123 Prueba 10
Users
E-Mail Role

I sudi_alejandra@hotmail.com

Group Administrator

4 alejandra.milena.ariasi@gmail.com Group User
Properties
Name Value
P groupPassword 123
P LastName Brown
I groupMPI 852063
P FacilityPhone 2222222222
P FirstName Diane

4. To edit the information double click on a field to change the information within.
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What Information can edit the NPI Administrator User?

For his role, it can change:

0O 0 0O o 0O oo 0o O o o o o o

e For the NPI users associated to his group, it can change:

Facility Name
Facility Address
Facility City

Facility Zip

Facility State

Facility Phone
Facility Type

Last Name

First Name
Attesting MU Stage
ONC Certified Number
Enrolled CT

Vendor EHR

Name EHR Product
EHR Product version

User Groups
Group NP| Group Password Facility
4 852963 123 Prueba 10
Users
E-Mail Role
4 sudi_slejandra@hotmail. com Group Administrator
Properties
MHame Walue
b FacilityZip 06132
| Firsthams Aleja
b groupPassword 123
P FacilityPhone 111-111-1111
b VendorEHR Test
b AttestingMUStage Yes
P ONCCertified
b FacilityName
I NameEHRProduct Test1
b FacilityCity Hartford
b FacilityAddress 410 Capitol
P LastName Martinez
b FacilityType EP
P FacilityState cT
b groupNPI 852863
b EnrolledCT Yes
P EHRProductVersion 10
b slejandra.milena.arizs@gmail.com Group User

o First Name

o Last Name

o Phone Number
MUST Portal User Guide
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Manage Profile TUTORIAL LOG OFF

audi_algjandra@hotmail....
Change Password

Name Value

Firsthame Daniel

groupMPl 14141715896

groupPassword 123

Phone B860-565-8978 =
Lasthame Allbes

The NPI Administrator User cannot change:

» Email accounts
> NPl number
» NPI Group Password

These changes the user must contact DPH directly using dph.must@ct.qgov e-mail
address with the request.

How add new users into my group?

1. Click on the arrow at the side on the Group NPI

User Groups

Group NPI Group Password Facility

F B52963 123 Prueba 10

2. The system displays all accounts associated to NPI group; the first account belongs to the
administrator account.

4 8521 123 Test & Local, LLC/Ltda
E-Mail Role
p  alejandra.martinez@ct.gov Group Administrater
P leonard. fraiterd@snet.net Group User
P leonard. fraiter@snet.net Group User
p  angelica.romero@hotmai.com Group User
P yassertoro@gmail.com Group User
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3. Click on “Register New User” button, provide the new email account and a password to login

Add User to Group o I

Pleaze provide vour MPI group

@ B .
information

U=zer E-Mail :
new_user@ct.gov

User Password :

Continue

4. Click on Continue button
5. Provide all the information about the new user

Add User to Group *

@ Pleaze provide some information

First Name :
MNew

Last Hame :
User

Phone NHumber :
250-206-0000
Individual NPI :
1234569

Go Back Finish

6. Click on Finish button
7. The system will show you a pop up informed that the user was created.

-

Add User to Group 4

@ Successfuly completed
Registered with id 2f7dSbba-1foS-425b-
50a0-7633 1001 f

Close

8. Click on close button, to see the new user refresh the Manage Users tab, click in another tab and

click again on Manage user tab to see the new user.
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Charter 10 - How a NPI user can resend the Certificate generated

by NPI Administrator user

This option allows to the NPI users associated to a NPI group resend the certificate generated by the NPI
administrator to his email account with the NPl user name at the top of the certificate.

P

rerequisites

e The certificate must be previously generated NPl administrator.

e This option is only available for users NPI associated to a NPI group.

How Users resend the certificate
e Login to the system as NPl user associated a NPI group

e Click on validation tab
[ ]

See image

Manage Profile

The system should display the validations generated for you and for your NPl administrator user.

LOG OFF

TUTORIAL

Statuz  Cerfifi... Timest.. ¥ Service Call Type
() & 01/02/2015 SYNG
r & & 1213172014 SYNC
» B [v] 1203112014 SYNG

Service

WH¥U HLT “alidation - Immunizations
W¥U HLT Validation - Immunizations
“W¥U HLT Walidation - Immunizations

alejandra milena.arizs@gmail.com

audi_alejandra@hotmail.com

audi_alejandra@hotmail .com

e The validations are sorted in descendent order from newest to oldest.
e In User Email column you can see who generated the certificate.

] Manage Profile

2

[ ]
About ] D i ] Send M ] \
Status  Cerfifi... Timest.. ™ Service Call Type
r 9 [~] D1/0212015 SYNC

12/31/2014 SYNC

Service
WXU HL7 alidation - Immunizations
WU HLT Validation - Immunizations

Select the validation and click on the arrow located at side of the message, see image

LOG OFF

TUTORIAL

User Email
alejandramilena_ariss@gmail com

audi_slejandra@hotmail.com

MUST Portal User Guide

Validation Results | Message Contents Actions
Hame Result
Ea CIRTS 20 OK: Walidation for CIRTS 2.0
Ea MSH OK: Every message begins with an M3H E
- @ MsH# OK: MSH Segment #1
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e Click on Actions tab
e C(Click on E-Mail Certificate button, see image

' About TI’: i TSend" T Validati TManagerﬁb TUTORIAL LOG OFF

W

[

Status  Certifi... Timest.. ™ Sernvice Call Type Service User Email

r & (V] 01/02/2015 SYNC
4 9 [v] 123172014 SYNC

WU HLT Validation - Immunizations alejandra.milena.ariss@gmail.com

XU HLT Validation - Immunizations audi_slejandra@hotmail.com

E-Mail Certificate

e C(Click on the button and confirm the request by clicking on “Yes”.

E-Mail Certificate

r Are you sure?

o A pop up will notify you that validation Attempt record was successfully been sent it.

Cenrtificate Sent *

i } “our certificate has been sent to yvour registered e-mail
ey
e Check your email to verify that the certificate is there in pdf format.

MUST Stage 1 Certificate

mustportal@ct.gov
Sent: Fril/2/2015 2:55 PM
To Martinez, Alejandra
/] Message 'TH|7badea05-235-4c24-b19f-eBa6BeB cccdd. pdf (475 KE)

MUST Portal User Guide Page 56



e When you opened the certificate, you should be available to see the original information at the
time of creation, the only field that changed is the name of the person who requested the
certificate on the certificate top line (for the case your name). See image.

%Egﬁ‘ State of Connecticut DPH Keeping
— E Department of Public Health | Ry
—f; g’

Certificate of Public Health Meaningful Use Stage 1 Testing

DPH Test Certificate Number: 46f29962-5a9d-4144-a455-62b536bc7156

Name: Diane Brown

NPl: 852963

|, Aleja Martinez , hereby certify that the test performed for
submittal of electronic data was from the certified EHR technology for

Prueba 10 (852963) . All documentation that supports that
this test was performed from the certified EHR technologies is maintained by

Prueba 10 (852963) and may be audited.

Test was performed by:
MName: Aleja Martinez

Organization: Prueba 10
Address: 410 Capitol, Hartford, CT 06132
Phone Number: 222-222-2222
E-mail: audi_alejandra@hotmail.com

CT DPH — Stage 1 Public Health Reporting Measure tested:
Immunization

Status of Test: Passed, Not Valid (UAT testing)
Date Test Performed: 2014-12-31

Time Test Performed: 10:19:39.637
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Chapter 11 - Tutorial Information

About Tutorial
You navigate through the Portal using 5 tabs. You will primarily be working with 3 of them.

1.About - How to use the Portal.

2.Documentation - A central repository of all you need to build an interface including
interface details and contact information.

3.Send Message - This section allows the user to send messages synchronously for
testing.

4.Validation - This section allows the user to review their sent messages.

5.Manage Profiles - This section allows the user to modify user information, including
your password.

Moving through the tabs on the MUST Portal allows the user to validate HL7 structure and
mapping according to CT local guides for building the HL7 interface. Once you have configured
the interface, testing HL7 message parsing and validating is fairly easy. MUST Portal is
available for use 24X7 with immediate response for all functions can be accessed using the tabs
and tree hierarchy.

Documentation Tutorial

The Documentation section links to an online repository listing all of the interface templates
available for EPs and EHs and their vendors for the HL7 interface. The tree structure is
expanded or collapsed for each area with capability to download documents and links to a
separate page.

[ 4
Meaningful Use State Testing 3 N
21 ({4
Manage Profile LOG OFF
..... <
Service
4 VXU HL7 Validation - Immunizations
Documents (Browse for Versions)
Name o Description
A4 WEB Annoucments DPH WEB Alerts
Versions
Version Type Source Download
} 1 link http://w ww.ct.gov/dph/cwplview.asp?a=31368g=38... ﬂ
A ) Portal user guide Sample document =
Versions
| Version I Type N | Source [ Download I
1 application/vnd.openxmiformats-officedocument.wor... MUST user guide draft 0.docx &
A DPH web site Sample link
Versions
Version Type Source Download
‘ 4 link http://www.ct.govidph &
;3 link http://ct.govidph # s
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The Documentation page includes all the resources for building a compliant HL7 message for
your interface. Resources provided includes User Guide that walks a user through to process to
test a message and generating the Stage 1 or Stage 2 attestation certificate. Additional
documentation includes implementation guides, web site links and other interface template
information as well as information to prepare for PHIN MS connectivity.

Send Message Tutorial

In the "Send Message" section, the user can send test messages without needing to establish
to DPH or test connectivity to the receiving system. The "Target Service" drop-down (current
only has immunizations) will allows the user to select from a list of services. NOTE: There may
fewer or other available services and the expected message formats may vary according to the
target service.

Meaningful Use State Testing 3\ X
L

Manage Profile LOG OFF

Status Name Description

IS NIST Test1 Pre-test for NIST Test 1 Validation for Immun...
VXU HL7 Validation - Inmunizations HL7 \ ion for ion M

Send Message

The user will need a sample message to send into the service. Please contact your interface
vendor ho how to generate test message from your electronic system. The MUST portal can
support a "copy and paste" into a window or upload a file. The user may then click "Send
Message," after which the button will be greyed out while the message is processed. If the user
is looking for the attestation certificate, it is the same process just answering additional question
for this test. The certificate is e-mailed to the logged in user account if they are EP or EH user

type.
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D(‘%_%m Meaningful Use State Testing i :

Send Message Manage Profile LOG OFF

VXU HL7 Validation - Immunizations

MSH*\8IXE81201301011YXU*V04/13430383718T2.5.10T
PIDRdbH34023CASINOWAJOHNATTHANCARLOSTAYLORI20120101]Mi26S SLATER
STREET**MANCHESTER*CT*06106Mlen"English*HL702968lH"Hispanic or Latino*HL70189/0005{Y**HL70136/11
NK1ILORITAYLORIMTHMother"HL70063{265 SLATER STREET*MANCHESTER*CT"06106](888)838-3888
RXAN20130101/20130101/08"Hep B, adolescent or

pediatric*C\/XI0. 5500/ BELL*GRAHAM**x63MDh8245/20130101|SKB" GlaxoSmithKline MV XHCPI20130101
RXRiM*Intramuscular"HL70162ILG"Left Gluteous Medius"HL70163

0BX1/TS[29768-9"Date Vaccine Information Statement Published"LN|1]201401 O1.F|

Validation Tutorial
In the Validation section a view of sent messages are presented. This is the most complex

portion of the MUST Portal. Message Contents can be viewed, actionable responses to correct
errors are presented and Validation Results show validation rules that were performed.

ﬁa@: Meaningful Use State Testing
> %» L (48

Documentation " idati M, LOG OFF
i | ]
Status  Certifi...  Timestamp Service Call Type Service User Email
4 Q %] 01/15/2014 SYNC VXU HL7 Validation - Immunizations test@testmail com

Here's how to analyze your results:

1.Each column in the table ("Status"”, "Timestamp", "Service Call Type", etc.) has a text
field above it, allowing the user to filter and search based on particular values. The
Portal may be configured by administrators to show additional information in these
columns, such as "Service" or "User E-mail".

MUST Portal User Guide Page 60



2.Each row of the table has an entry for the "Status" column indicating if the message was
considered to be successful or to have failed HL7 parsing. This is indicated via a green
checkmark (for success) or a red "x" (for failure).

3.Finally, each row has a small, grey arrow on the left-most column, which allows the row
to be expanded.

In the simulated testing examples below, the test result is expanded by clicking on gray triangle.
Expanding a row reveals three additional sub tabs:

"Validation Results" - allows the user to see a tree representation of the validation rules
performed.

"Message Contents" - allows the user to view message contents.

"Actions" - allows the user to take actions specific to that row.

NOTE: Each of these rows within each tab can also be expanded by clicking its own
arrow.

]
Meaningful Use State Testing 3 5
id ati LOG OFF
i v o E
Status  Certifi...  Timestamp Service Call Type Service User Email =
4 O %) 01/15/2014 SYNC VXU HL7 Validation - Immunizations abhilasha korade@ct.gov
‘ m” Viiessage Contents. H . Actions y H -Child Message; ‘
Name Result
= 0 CIRTS 2.0 Validation for CIRTS 2.0 =
= Q MSH Every message begins with an MSH i
' =& 1sH #1 MSH Segment #1
& 1sHa The MSH.1 field shall be |
& wsH2 The MSH.2 field shall be *~\&
@ usH3 The MSH.3 field is required
= 0 MSH.4 The MSH.4 field is required
& usHs The MSH.S field is required
Q MSH.6 The MSH.6 field is reguired
& nsH7 Format must be YYYYMMddHHmm[S]+-Z
& usHs The MSH.8 field is not supported
=& MsH.9 The MSH.S field is required
: Q MSG.1 The MSG.1 field is required
& nsc2 The MSG.2 field is required =
- usH.10 The MSH.10 field is required L
-~ R =

With the "Validation Results" row expanded the user may view the validation rules applied to
this message in a tree structure, including the name, text result, and if the rule passed or failed
(indicated via green checkmark or red "X"). Rules are organized into a hierarchy, with any failed
rule causing its immediate parent rules to also fail.

MUST Portal User Guide Page 61



Avodt ,mlmw| Valdaton |I~0M

[aco |

Stas  Cenf. Tmestamp  Service CalType Service User Emal
g a SR SN VAU M7 Viaidston - immustzatons dase fratar@et gov
Veidation Resuls | Uessage Costents | Actions  Chid Messages
Name Besut
= Qerts2o Vaidaten for CRTS 26 C
= sy Every messagn begns wid an USH s
= Pusin USH Segment 51
Qs The 1SH 1 field shad b |
Qusiz Th WSH2 feld sh0d be "3
EJushs The MSH 3 feld i recuired
Qusia The MSH.4 feld i requred
Qusis The WSH S field s recured
Qusis The MSH S field i requred
Busir Formal must be YYYYMUSSHan{SieZ
Gusis The SHS field & 0ot supporied
= Quss The SH  feld i required
Qusar The WSG 1 feld s requred
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With the "Message Contents" row expanded the user may view any messages associated with
the one sent, such as the initial request (sent by the user) and the response (sent back by the
system).

Meaningful Use State Testing

With the "Actions" row expanded the user may see the available actions for each test.
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Name Value Description
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"E-mail certificate" which allows the user to resend the attestation certificate to the
account logged in.

Status  Certifi...  Timestamp Service Call Type
b 9 %] 11/07/2013 SYNC
4 O (v 11/07/2013 SYNC

Validation Results | Message Contents Actions

E-Mail Certificate

"Delete Entry" - deletes this particular validation attempt row as long as no certificate
was generated by this test and refreshes the page.

NOTE: that the effects of this button are permanent.

b 9 &3 11/13/2013 SYNC
4 & % 11/13/2013 SYNC
Validation Results | Message Contents Actions

Delete Validation Attempt

Final Testing and Deployment Once the user has reviewed the validation results and
corrected any errors, the message can once again be submitted via the "Test Message" tab for
final testing. Once this message passes validation and succeeds, the user may communicate
with the "Technical Contact" to arrange moving to the pre-test steps and transport mechanism.
Technical contact information can be found under Documentation.

Manage Profiles Tutorial

The Manage Profiles Tab allows the user to modify their password, name, organization name,
address and phone number in one central dialogue screen. New users will probably want to
change their automatically generated password using Change Password button. After altering
any of the editable fields, the user just type it in. Once you move to another field on this page,
this information is saved.
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These changes the user must contact DPH directly using dph.must@ct.gov e-mail
address with the request.

Fields that the user cannot modify are:

1.e-mail address
2.NIP if EP or EH or vendor ID if a vendor or third integrator
3.Group ID or Group password

Manage Profile | Manage Users TUTORIAL LOG OFF

Name Walue

FacilityZip 06132

FirstNams Alsia

groupPassword 123

FacilityPhone T11-111-1111 =

“VendorEHR. Test

AttestingMUStage Yes

ONCCertified Ta9

FatilityMame Test 10

MNameEHRProduct Test1

FacilityCity Hartford

FacilityAddress 410 Capitol

LastName Martinez

FacilityType EP

FacilityState CT

groupMPI 852063 |

EnrolledCT es

EHRProductersion 10

K|
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Chapter 12 - Contact Information

For technical support and related questions, contact the following support staff:

Contacts Phone/Fax

DPH Help Desk (technical support

for MUST) Phone: (860) 509-7777 | Dph.must@ct.gov
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Chapter 13 - Troubleshooting for Browser settings
If you are experiencing technical issues with MUST portal, we recommend your first try:

13.1 Browser Requirements
Supported browsers for MUST include:

o Microsoft Internet Explorer 9.0 and above
o Motzilla Firefox 3.0 and above
o Chrome Auto Update Enabled (Latest Version)

13.2 Clear Cache and Cookies in your browser

Internet Explorer 9, 10 and 11.
This section explains how to clear the cache and cookies in Internet Explorer 9, 10 and 11.

1. Select Tools (via the Gear Icon) > Safety > Delete browsing history....

| , Connecticut Immunization ... @ ?ﬁ?lﬂ

Print »
File 3
Zoom (110%2) »
| Delete browsing history... Ctrl+Shift+Del | Safety ’

InPrivate Browsing Ctrl+Shift+P Add site to Start menu

Turn on Tracking Protection View downloads Cirle]

Turn off Do Not Track requests
ActiveX Filtering

Manage add-ons

Eg iS1 F12 Developer Tools

Webpage privacy policy... Go to pinned sites

Check this website Compatibility View settings
Turn off SmartScreen Filter...

Report website problems
Report unsafe website

Internet options

About Internet Explorer

e anr ~rAanditinne rramnthe avit thie
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2. Make sure to uncheck Preserve Favorites website data and check both Temporary
Internet Files and Cookies then click Delete.

reserve Favorites website data

Keep cookies and temparary Internet files that enable your favorite
websites to retain preferences and display faster,

lh emporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

(7 )ookies
Files stored on your computer by websites to save preferences
such as login information.

|:| History
List of websites you have visited.

[ Download History

List of files you have downloaded.

[] Form data
Saved information that you have typed into forms.

[[] rasswords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

["|InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit,

About deleting browsing history

3. You will get a confirmation at the bottom of the window once it has successfully cleared
your cache and cookies.

Internet Explorer has finished deleting the selected browsing history,
o sl w— o p— e —

Mozilla Firef;)x

This section explains how to clear the cache and cookies in Mozilla Firefox

1. Click the menu button = and choose Options
2. Select the Advanced panel.
3. Click on the Network tab.
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4. Inthe Cached Web Content section, click Clear Now .
5. Click OK to close the Options window

’
Cptions

d B & Ol ©
General Tabs Content  Applications  Privacy  Security Advanced
Genera pdatel Encrj,-'ptiorl|

Connection

Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 542 KB of disk space

[] Override automatic cache management

Limit cache to 1024 ME of space

Offline Web Content and Uzer Data

Your application cache is currently using 0 bytes of disk space
[¥] Tell me when a website asks to store data for offline use Exceptions...
The fFollowina wehecites are allowed to <tore data far offline uce

Chrome

This section explains how to clear the cache and cookies in Chrome
Click the Chrome menu = on the browser toolbar.
Select Tools.

3. Select Clear browsing data.

MUST Portal User Guide Page 68



o =

Mew tab Ctrl+T
n Mew window Ctrl+N
Mew incognito window  Ctrl+Shift+[
Recent Tabs 3
Edit Cut  Copy Paste
Zoom - 100% + O3
Operating system Save page as.. Ctrl+5
Find... Ctrl+F
Stable. beta. and d Frrrrie Shris
Create application shortouts.., 00
Extensions History Ctrl+H
Task manager Shift+Ezc Downloads Ctrl+)
bro gd [)
Sign in to Chrome..,
Report an issue.. Alt+Shift+] Settings
Encoding » About Google Chrome
View source Ctrl+U Help
Developer teols Ctrl+5Shift+1 ] B _
Exit Ctrl+5Shift+Q
JavaScript conscle Ctrl+Shift+)
Inspect devices

4. Inthe dialog that appears, select the checkboxes for the types of information that you want
to remove.

5. Use the menu at the top to select the amount of data that you want to delete.
Select beginning of time to delete everything.

6. Click Clear browsing data.
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Clear browsing data

Psst! Incognito mode (Ctrl+5hift+MN) may come in handy next time.

Obliterate the following items frgm: | the beginning of time =

[ Browsing history

<

| Download history

| Cookies and other site and plug-in dat

| Cached images and files

| Paszwords

| Autcfill form data
| Hosted app data

| Content licenses

Learn more Clear browsing data Cancel

Saved content settings and search engines will not be cleared and may reflect your

browsing habits.
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13.3 Adding CT.GOV to Internet Explorer compatibility view

Internet Explorer 9 and higher versions.

If your browser appears blank or not displaying correctly in Windows Internet Explorer, this section
explains how to add ct.gov to Internet Explorer compatibility view.

1.

Go to Compatibility View setting of your In
I8 oo __________________CHMAIS

ternet Explorer, by clicking on Setting
Al |

3

Meaningful Use State Testing

?P'H MUST Portal Contact Welcome to Meaningful Use State Testing Portal
nfo:

What it is
DPH.MUST@CT.GOV

2. Choose Compatibility View Setting and the setting window is opened
Compatibility View Settings
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3. Add ct.gov into Add the website, click Add, and Close
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Appendix a - Glossary

Overview

Some of the commonly-used terms and abbreviations in MUST are:

Term Meaning
CDC Centers for Disease Control and Prevention
CMS Centers for Medicare & Medicaid Services
DAS/BEST | Department of Administrative Services /Bureau of Enterprise Systems and
Technology
DPH Department of Public Health, State of Connecticut
DSS Department of Social Services, State of Connecticut
EH Eligible hospital
EHR Electronic Health Record
EP Eligible provider
HL7 Health Level Seven organization and standards
MU Meaningful Use
MUST Connecticut Meaningful Use State Testing Portal
NPI National Provider Identifier
PHINMS Public Health Information Network Messaging System
User A person who uses MUST
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HL7 Message Structure

VXU sending or receiving immunization-related
messages
VXU Segment Usage
Segment Comment
MSH Every message begins with a header.
PID Every VXU has one Patient identification segment.
PD1 Every VXU has one Patient Demographic segment.
NK1 The PID segment in a VXU may have one next of kin segment.
ORC The order segment in a VXU message.
RXA Each ORC segment in a VXU message must have one or more
Pharmacy/Treatment Administration segment. Every RXA has the
vaccine event.
RXR Every RXA segment in a VXU message may have zero or one
Pharmacy/Treatment Route segment for route and administration.
OoBX Every RXA segment in a VXU may have zero or more OBX
observation segments that contain additional vaccine information.
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24.

MUST Portal

Frequently Asked Questions FAQs

Where can | find the exemption letter?

What is the URLs and difference between Staging and Production environments?
How do | register as individual NPl or as a group NPI?

How do | register?

How add users under NPI group?

How can | see my users associated to my group?

Where can | get the HL7 message?

How to submit a test and generate the certificate?

How do | resend a certificate?

. How do | resend the certificate generated by my NPl administrator?

. How do | review the parsing result of my message?

. What does “Failed” status means on my certificate?

. How can | correct my NPl humber or E-mail?

. How can | get my password?

. How the site Administrator retrieve their NPI Group password?

. How do | change my password?

. Why | can’t get my certificate?

. I’'m getting unstable behavior.

. How can | report an issue or make a request?

. How the NPI Group Administrator are sending to his own email and generate a certificate by

each user associated under the group?

How update my individual NPI for an existing user?

How the NPl administrator update the individual NPl number for their existing group users?

How an existing NPl administrator replies the Attesting MU Stage 2 question?

Why my certificate is not generated when submitted the message?
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1. Where can I find the exemption letter?

Stage 1

Stage 2

Electronic laboratory reporting

Syndromic surveillance

Cancer — Please contact Cathy Phillips (Cathy.Phillips@ct.gov ) Phone 860-509-7163

Exemption Letter — web site link
http://www.ct.gov/dph/cwp/view.asp?a=3936&q=462960&dphNav=| &dphNav_GID=1993

2. What is the URLs and difference between Staging and Production

environments?
Production: https://dphmust.ct.gov/portal/
Staging: https://stg-dphmust.ct.gov/portal/

The only difference between staging and production is for EPs and EHs in generating a valid
stage 1 or Stage 2 certificate. For the attestation process, the EP or EH must register in the
production application in order to generate a valid certificate. Everyone can use both URLs.

3. How do I register as individual NPI or as a group NPI?

Department Public of Health (DPH) doesn’t determine how the organization has registered with
CMS or DSS for Stage 1 or 2 Meaningful Use, if you have questions about that | would suggest
that you follow up with either DSS or CMS directly. This decision is totally up to each
organization.

4. How do I register?
e URL: https://dphmust.ct.gov/portal/ Production or https://stg-dphmust.ct.gov/portal/
Staging

e Click on “register” button

e Select your type of user and provide the facility of vendor information

e Click on the “continue” button

e Provide the general information (Name, Address, Phone Number, etc.)

e Click on the “continue” button

e You will see a distorted picture (a “CAPTCHA”) with a few characters that you will need to
type in, for security purposes. You can click Refresh to try a different picture.
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e C(Click on the “Finish” button and a pop up will notify you and a confirmation email will be
sent to the email you provided during registration.

For more information see Chapter 4 — Registration of the guide.

5. How add users under NPI group?
How register a NPl user: associated to an NPI group existing

e Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-dphmust.ct.gov/portal/
staging, select according with the environment that you used to make the registration of the
NPl administrator user.

e C(Click on register button

e Click on “Add user to NPI” button
e Provide the group NPI number (This number is the number you provided when created the

administrator NPI group)

e Provide the Password group (This password is the password group that you provided when
created the administrator NPl group)

e Provide the user email for the new user associated (the system doesn’t allow an existing
email)

e Provide the user password to login to MUST Portal

e Click on continue button

e Provide the general information about the new user associated.

e Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-dphmust.ct.gov/portal/
staging, select according with the environment that you used to make the registration of the
NPl administrator user.

e Login as Administrator NPI

e C(Click on “Manage Users” tab

e C(Click on the arrow at the side on the Group NPI
e Click on “Register New User”

e Provide the user email for the new user associated (the system doesn’t allow an existing
email)

e Provide the user password to login to MUST Portal

e Click on continue button

e Provide the general information about the new user associated.

e Click on finish button
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6. How can I see my users associated to my group?
e Login to the system as NPl administrator user
e Click on Manage Users tab
e Click on the arrow located at side of the Group NPl number
e The system should display the list of the users associated.

7. Where can I get the HL7 message?

For the creation of the message you can contact your vendor and ask for assistance, all
specifications about the structure required are in the MUST portal in “Documentation” tab
section “HL7 guide” or in the web site link

http://www.ct.gov/dph/lib/dph/infectious diseases/immunization/cirts/ct local hl7 2 5 1 gu
ide version 1 0 08-29-2013.pdf

8. How to submit a test and generate the certificate?
Once you completed the registration, the next steps for generate the certificate are:

e Login to MUST portal, click on “login” button and provide your e-mail address and
password.

e C(Click on login button

e Provide the captcha text.

o Click on “Send Message” tab

e  Select the target service equal to VXU HL7 Validation — Immunizations

e Copy and paste the HL7 message on “message contents” tab or click on browse and
select the HL7 file

e If you want to generate the certificate select “Completing Stage 1 Testing” or
“Completing Stage 2 Testing” checkbox

e C(Click on send message button

e If the checkbox labeled as “Completing Stage 1 Testing” or “Completing Stage 2 Testing”
is checked, click on “Agree” button

e Provide the captcha text

o Click on “submit” button

e A pop up will notify you that a validation has been attempted and submitted.

e Click on “validation” tab

e  This tab will show the validation result by each segment and subcomponents of the
data.
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e Verify the email associated with the account, the system automatically sends an email
with the certificate in pdf format.

9. How do I resend a certificate?

Login to the system

Click on Validation tab

Select the message and expand the arrow at side of the message

Click on the actions tab

Click on E-mail Certificate

Confirm the request

Verify the email associated with the account, the system sends an email with the certificate
in pdf format.

10. How do I resend the certificate generated by my NPI Administrator?

Login to the system as NPl user associated a NPI group

Click on validation tab

The system should display the validations generated for you and for your NPl administrator
user.

The validations are sorted in descendent order from newest to oldest.

In User Email column you can see who generated the certificate.

Select the validation and click on the arrow located at side of the message

Click on Actions tab

Click on E-Mail Certificate button.

Click on the button and confirm the request by clicking on “Yes”.

A pop up will notify you that validation Attempt record was successfully been sent it.
Check your email to verify that the certificate is there in pdf format.

When you opened the certificate, you should be available to see the original information at
the time of creation, the only field that changed is the name of the person who requested
the certificate on the certificate top line (for the case your name).

For more information see Chapter 10 — How a NPl user can resend the Certificate generated by
NPI Administrator user of the guide.

11. How do I review the parsing result of my message?
You can see field by field the parsing result in MUST Portal, the steps are:

e (Click on validation tab

e Select the message and click in the arrow at side of the message.
e Inred with an “X” you can see the errors and “Result” column give a description of the
error, for example required fields, fields not supported, etc.

For more information see Chapter 8 — Message validation of the guide.
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12. What does “Failed” status means on my certificate?
It is the result of the validation of the structure. Currently to complete your attestation to
Meaningful Use Stage 1 and Stage 2 the only requirement is to generate the certificate
regardless of the result of the validation of the structure. To see the errors on the structure
follow the next steps:

e Click on validation tab

e Select the message and click in the arrow at side of the message.
e Inred with an “X” you can see the errors and “Result” column give a description of the
error, for example required fields, fields not supported, etc.

For more information see Chapter 8 — Message validation of the MUST Portal guide.

In order to fix the structure of the message you should contact your vendor and ask for
assistance, all specifications about the structure required are in the MUST portal in
“Documentation” tab section “HL7 guide”.

13. How can I correct my NPI number or E-mail?
These changes the user must contact DPH directly using dph.must@ct.gov e-mail address with

the request. Please provide in the email the following information:

e Name:

e QOrganization:

e E-mail address:

e Phone Number (with extension)
e Date/time to reach person

e Question or Issue description

14. How can I get my password?
The system has the option forgot password, the steps are:

e Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-dphmust.ct.gov/portal/
staging, select according with the environment that you used to make the registration.
e Click on login button

e Provide the e-mail address you previously registered

e C(Click on Forgot Password link

e Confirm your request, click on Yes button

o Verify the email account, the system will send a new password (please check if the email is
in the Junk (spam) folder of the account, because sometimes the email system puts these
messages into this folder).

e Try to login with the new password.
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15. How the site Administrator retrieve their NPI Group password?

Go to URL: https://dphmust.ct.gov/portal/ production or https://stg-
dphmust.ct.gov/portal/ staging, select according with the environment that you used to
make the registration.

Login to the system

Click on Manage Profile tab

Locate the Name “GroupPassword” at the side you can see the password group that you
previously created.

16. How do I change my password?

Go to URL: https://dphmust.ct.gov/portal/ production or
https://stg-dphmust.ct.gov/portal/ staging, select according with the environment that
you used to make the registration.

Login to the system

Click on Manage Profile tab

Click on Change Password button

Provide the old password

Provide the new password twice

Click on Save New Password button.

17. Why I can’t get my certificate?
The reasons for you can’t get your certificate are:

The email was located in the Junk (spam) folder: Please check if the email is in the
Junk (spam) folder of the account, because sometimes the email system puts these
messages into this folder.

The email entered is incorrect: Please verify the email that you entered is correct, in
case it is incorrect please contact DPH directly using dph.must@ct.gov e-mail address

with the request. Please provide in the email the following information:
Name:

Organization:

E-mail address:

Phone Number (with extension)

o O O O

Date/time to reach person:

o Question or Issue description:
Browser with issues: Please use Firefox or Chrome browser, because we identified
that a recent update from Microsoft may have impacted the manner in which Internet
Explorer handles SSL connections. At the moment, we have not yet identified the
specific patch that is causing the issue, once the latest updates are applied, the
problem is appearing.
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18. I'm getting unstable behavior
The unstable behavior can be caused by your browser, please make the following:

e Clean your cookies and Adding CT.GOV to Internet Explorer compatibility view, for
more information see chapter 13 - Troubleshooting for Browser settings of the guide.

e Please use Firefox or Chrome browser, because we identified that a recent update
from Microsoft may have impacted the manner in which Internet Explorer handles SSL
connections. At the moment, we have not yet identified the specific patch that is
causing the issue, once the latest updates are applied, the problem is appearing.

19. How canIreport an issue or make a request?
e Please send all to dph.must@ct.gov we respond quickly. Please provide in the email

the following information:
o Name:
Organization:
E-mail address:
Phone Number (with extension)
Date/time to reach person

O O O O

Question or Issue description

20. How the NPI Group Administrator are sending to his email and

generate a certificate by each user associated under the group?

¢ Click on validation tab. A list of validated messages are displayed and they
sorted in descendent order from newest to oldest.

e Select an ID and click on the arrow located at side of the message b

e Click on Actions tab

¢ Click on “E-mail certificate to yourself for each user” and confirm the
request by clicking on “Yes”.

E-Mail Certificate *

r.i Are yvou sure vou would like to retrieve a certificate for this
* validation attempt on behalf of each user in your group?

Yes No
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A pop up will notify you that validation Attempt record was successfully been sent it. Click on

“oku

Certificate Sent

i)
ey

—

v A certificate has been sent to your registered e-mail for all users

Check your email to verify that the certificates are there by each user in pdf format.

4 Today

mustportal@ct.gov ]
MUST Stage 2 Certificate for Diane Fraiter 11:10 AM To
mustportal @ct.gov U]
MUST Stage 2 Certificate for Alex Martinez 1110 AM
mustportal@ct.gov [ty
MUST Stage 2 Certificate for Angie Brown 11:10 AM
mustportal@ct.gov [ty
MUST Stage 2 Certificate for Diane Fraiter 11:10 AM
mustportal @ct.gov U
MUST Stage 2 Certificate for Yasser Toro 11:10 AM

Certificate user 1

s

“ -+
i
Ef?jj State of Connecticut
W Department of Public Health
Certificate of Public Health Meaningful Use Testing

DPH Test Certificate Number: e 18-44d2-a1b2-4 7

EP Name: Yasser Toro

EP NPI: 1236987

I, Alex Martinez . hereby certify that the test

performed for submittal of electronic data was from the centified EHR technology for
Test & Local, LLC/Ltda

All documentation that supports that this test was performed from the certified EHR
technologies is maintained by

Test & Local, LLC/Ltda and may be audited.
Test was performed by

Name Alex Martinez

Organization: Test & Local, LLC/Ltda

NPI (Group) 8521

Address: 1 Main, Manchester, CT 06042

Phone Number; $63-888-8888
E-mail: alejandra.martinez@ct.gov

CT DPH Public Health Reporting Measure tested for: Immunization Stage 2

MUST Portal User Guide

mustportal@ct.gov
MUST Stage 2 Certificate for Diane Fraiter

Martinez, Alejandra

Message

Ll DianeFraiter_clabcb35-3e18-44d2-a1 b2-4cecd5d000c7. pdf (2 ME)
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Certificate User 2

L,
i}_\z State of Connecticut
z—%f\é: Department of Public Health -DPH ‘

Certificate of Public Health Meaningful Use Testing
DPH Test Certificate Number: clabcb35-3e18-44d2-a1b2-4cec85d000cT

EP Name: Diane Fraiter

EPNPL 12360741

I, Alex Martinez , hereby certify that the test

performed for submittal of electronic data was from the certified EHR technology for
Test & Local, LLC/Ltda

All documentation that supports that this test was performed from the certified EHR
technologies is maintained by

I
Test & Local, LLC/Ltda and may be audited.

Test was performed by

Name: Alex Martinez
Organization: Test & Local, LLC/Ltda

NPI (Group) 8521

Address: 1 Main, Manchester, CT 06042

Phone Number: 63-888-8888

E-mail: alejandra.martinez@ct.gov

CT DPH Public Health Reporting Measure tested for: Immunization Stage 2

21. How update my individual NPI for an existing user?
e Login as NPI group user

e Click on Manage Profile tab

e Double click on Individual NPI question and type the number

22. How the NPI administrator update the individual NPI number for

their existing group users?
e Login as NPl administrator
e C(Click on Manage Users tab
e Expand the arrow located at the side of the NPl number
e Select your Group User and expand the arrow located at the side of E-mail column
e Double click on the Individual NPI question and type the number.

23. How an existing NPI administrator replies the Attesting MU Stage 2
question?
e lLogin as NPl administrator

e Click on Manage Profile tab
e Double click on the AttestingMUStage 2 question and type Yes or No.
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24. Why my certificate is not generated when submitted the message?
If you are getting the following error:

Warning o

Error - Certificate not sent because the message has structural

,! % problems

The reasons can be:

e You are sending multiples messages, the test is for one message only.

e You are submitting a file that contains messages for 1 year or even 1 day.

e You are “cut & paste" or upload a file with FHS/FTS or BHS/BTS segments. This will cause the
validation status as "failed".

e The message doesn’t start with the MSH segment

e The message contains information that doesn’t belong to the HL7 structure
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